AHHOTanuA padoyeil MPOrpaMmbl JUCUUILIMHBI (MOTYJISA)

SamnTa NMEePCOHATBHLIX JaHHBIX B OpraHu3anuu

Meau TUCHUTIAHBI
Lenbro OCBOCHHMSI TUCIUIUTHHBI «3aIIUTa MEPCOHATBHBIX TAHHBIX B OPTaHU3AIMI» SBIISCTCS
MOJrOTOBKA OaKamaBpoB K OyAyIIel mpodecCHOHANTBHOMN AeITeIbHOCTH Ha OCHOBE O0YUYCHUS
OCHOBHBIM MPHUHIIUAIIAM PabOTHI C IEPCOHATBHBIMH JAHHBIMH U METOJIaM X 3aIlUTHI.
3agaum QTUCHUIJIHHBI
3amauaMi  OCBOCHUS TUCIIMILIHHBI
ABJIAKOTCA:
— OBJIAJICTh TEOPETUYCCKHUMH, TMPAKTUYCCKUMHU U METOJAMYECKHMMH BOIPOCAMH O0eCreueHUs
nH(OPMAIMOHHON 0€30MaCHOCTH;
— W3YYUTh METOJABI 3allUThl TEPCOHANBHBIX JIaHHBIX; — W3YYUTh MpoIecc pPadoOThl C
NEpCoOHAJIbHBIMU JAaHHBIMHW B OpraHU3alluu,
— Hay4HTh pa3pabOTKe JOKYMEHTOB, PErJIaMEHTUPYIOIIUX PadOTy C IEPCOHATBHBIMH JaHHBIMU
B OpraHu3anuu

«3ammuTa IEPCOHATIBHBIX OAaHHBIX B OpraHUu3alun»

(I)opanyeMble KOMICTCHIMA U HHAUKATOPBI UX TOCTH/KCHHUSA 110 JUCHUILJINHE

Kon Conep:xanue Koa u HaumMeHOBaHMe HHAUKATOPA JOCTHIKEHUS
KOMIIETEHIIHH KOMIIETEHIIHH KOMIIETEHIINH
INIKC-1.1 - 3naer BubI MOJIeNIel OM3HEC-TIPOIIECCOB,
TpeOoBaHM K HH()DOPMAIIMOHHON CHCTEME, BUIIBI
CniocobeH pemarb p _ (op ’
samasH apxutektyp MC; TeXHOIOTHH TPOrpaMMHUPOBaHUS,
. TecTUpoBaHus U BHeApeHus MC;
npoeccnoHaIbHON
IIKC-1.2 - YMeet pa3pabaTeiBaTh MOACITN OHM3HEC-
JIESTEeILHOCTH C .
MIPOIIECCOB, TPeOOBaHUS K MHPOPMAIIIOHHONW CUCTEME,
[IKC-1 Y4eTOM TEKYIIEro
apxutektypy VC, npuMeHsITh TEXHOJIOTHH
COCTOSIHHS U )
. MpOrpaMMHUpPOBaHUs, TeCTHpoBaHus U BHeaApeHus UC;
TEHJICHIIUN Pa3BUTHS
IIKC-1.3 — Brageet meTomamMu pa3paboTKA MOIEITH OM3HEC-
WHPOPMALMOHHBIX N .
X HOTOIMA MPOIIECCOB, TPeOOBaHUH K HH(POPMAIIMOHHOMN CHCTEME,
apxutektyp MC, TeXHOIOTUsAMHU POTPaMMHUPOBAHHS,
TectupoBaHus U BHeApeHus NC
Cnocoben INIKC-3.1 - 3HaeT MeTO/IbI OpPraHU3AINY B3aUMOICHCTBUS C
OCYIIIECTBIISITH 3aKa34MKOM, TNIAHUPOBAHUS IPOEKTA, pa3padOTKH,
OpraHU3AINIO Bepudukauu u tecrupopanus 1UC;
B3aUMOJIENCTBUS C [TIKC-3.2 - YMeeT npuMeHsSTh METO (bl OpPTaHU3AIHN
3aKa34UKOM, B3aMMOJICHCTBUS C 3aKa3YUKOM, IJITAHUPOBAHUS IIPOCKTA,
IKC-3 TJIAaHUPOBAHUS pa3paboTkH, Bepudukanmu 1 tectupoBanus 1C,
npoekta UC; [IKC-3.3 - Bnageer MeTojaMu OpraHu3aiuu
PYKOBOAHTH B3aMMOJICHCTBUS C 3aKa3UYUKOM, TUTAHUPOBAHUS IIPOEKTA,
pa3paboTKoii pa3paboTku, Bepudukaiuu u Tecruposanus MC.
MIPOrPaMMHOTO KOJIa,
BepuduKauei u
tectupoBanuem MC

Coaep:xanue pa3iejioB IMCHUUILTAHBI

Tema 1 IIpaBoBoe o0ecnieyeHne 3aIUTHI NEPCOHATBHBIX JaHHbBIX

OCHOBHBIE HOPMATHUBHO-TIPABOBBIC aKThl B OOJIACTH 3alIUTHI MEPCOHATBHBIX JaHHBIX. TpeOoBaHMs
@3 «O mnepcoHanbHBIX JAaHHBIX». [loHATHIHBIA ammapar. OOecrnieyeHHe KOHQUACHIMATBLHOCTH
NEPCOHANBHBIX JaHHBIX. CIenualbHbIE KAaTeTOPHH IEePCOHATBHBIX JaHHBIX. [IpaBo cyObBekTa
NEPCOHANBHBIX JAHHBIX Ha JIOCTYN K CBOMM HEPCOHAJBbHBIM JaHHBIM. [IpuHIMIIBI 00paboOTKH |
XpaHEHHUs TIEPCOHANBHBIX [aHHBIX. YCIOBUS OOpaOOTKH TIEPCOHANBHBIX IaHHBIX: COTJIAacHe
cyObekTta Ha o00paboTKy, oOpabaTeiBaeMmble 0€3 yBEIOMIICGHHS TEPCOHAIBHBIX JIaHHBIX.
OcoOeHHoCTH 00pabOTKH MEPCOHATBHBIX JAaHHBIX B TOCYJApCTBEHHBIX WM MYHHIMIIAIBHBIX
UH(POPMALIMOHHBIX CUCTEMAX MEPCOHABHBIX JTAHHBIX.



Tema 2. CucreMa rocy1apcTBeHHOr0 KOHTPOJIS M HaJa3opa 3a obecnedeHHeM 0e30MacHOCTH
NEePCOHATbHBIX JAHHBIX.

®DenepanbHble OpraHbl, YIOJIHOMOYEHHbIE B 00JacTu obecnieueHus: O€30MaCHOCTH MEPCOHATBHBIX
naHHbIX — peryasTopsl. Cdepa nestenbHOCTH peryisTopoB. O denepanbHOi ciayx0Oe 1Mo HaA30py B
chepe cBs3u, MHPOPMAIMOHHBIX TEXHOJIOTHH M MaccOoBbIX KommyHHKanuid. O denepanpHoit
cnyk0e TEeXHHUYECKOrO0 M O3KCHOPTHOro KoHTpois. O @DemepanbHON ciayx0Oe O0€30MacHOCTH.
MeTtoauueckre JOKYMEHTBl PETryIATOpoB. THUIBI, OCHOBaHME, MOPSJIOK, CPOKH M 6 cojeprkaHue
HIOBEPOK.

Tema 3 O03aHHOCTH ¥ OTBETCTBEHHOCTH OIIEPATOPOB NMEPCOHAIBLHBIX JAHHBIX.

O0s13aHHOCTH OIEPATOPOB MEPCOHATBHBIX JAaHHBIX: yBeAOMJIEHHE 00 00paboTKe MepCOHaIbHBIX
JAHHBIX, 110 YCTPAHEHUIO HAPYIICHHUH, TPU JOCTHKECHUU IIeJieil 00pabOTKH, pU OT3bIBE COTJIACHUS
cyObekTa. OTBETCTBEHHOCTh ONEpaTropa B 00JaCTH 3alIUTHI IEPCOHANBHBIX JaHHBIX: IPasKIaHCKasl,
yroJIOBHAs, aIMUHUCTPATUBHASL, JUCLMILIMHAPHAS

Tema 4. Yrpo3bl 6€30aCHOCTH MEPCOHATBHBIX TaHHBIX

Knaccudukanus yrpo3 6e30MacHOCTH MEPCOHATBHBIX JaHHBIX. AHAU3 U XapaKTePUCTHKU YTPO3
BO3MOXXHOH yT€UKM MH(OpPMAIMH M0 TEXHUYCCKUM KaHajaM. AHAIIM3 M XapaKTCPUCTUKUA YTpo3
HECaHKIMOHUPOBAHHOIO JOCTyNa K WHGOpManuu B HHPOPMAIMOHHON CHUCTEME MEePCOHATbHBIX
JMaHHBIX. THUMOBBIE MOJAETH Yrpo3 OE30MacCHOCTH IMEePCOHANBHBIX JTaHHBIX, 00padaThIBAEMBIX B
WH(MOPMALIMOHHBIX ~ CcHCTeMaxX (aBTOMATH3MPOBAHHBIX pabouyMx  MecTax, JIOKaJbHBIX U
pacnpeeieHHbIX HHPOPMAIIMOHHBIX CUCTEMAaX ), HE UMEIONINX M UMCIOIIHUX MOJIKIIFOUCHUE K CETIM
CBSA3M OOIIEro TMOJb30BaHUS U (WJIM) CeTIM MEXIYHApOJHOTO HWH(MOPMALMOHHOTO OOMEHa.
dopmupoBaHUe EPEYHS AKTYaTBHBIX YIPO3 0€30MMaCHOCTH MTEPCOHATBHBIM JIAHHBIM

Tema 5. Kinnaccupukanusa uHGOPMANMOHHBIX CUCTEM MEPCOHAJIBLHBIX TaHHBIX

[TonsiTue wWHGOPMAIIMOHHONW CHCTEMbI MEPCOHAIBHBIX JAHHBIX. THUIOBBIE M CIEHUATbHBIE
WH(OPMAIIMOHHBIE CHUCTEMBI IMEPCOHATBHBIX HaHHBIX. CTpykTypa HHPOPMAIMOHHOW CHCTEMBI
MEePCOHANBHBIX JaHHbIX. Kputepuum knaccuukanmuu THUHOBBIX HH(GOPMAIMOHHBIX CHUCTEM
MEPCOHAIBHBIX JIAHHBIX: KaTeropus o0padaThIBaeMbIX JaHHBIX, 00beM 00padaThIBACMbIX JTaHHBIX,
XapaKTepUCTUKU 0€30MacHOCTH TMEPCOHATIBHBIX JaHHBIX C Y4eTOM MoJKIoueHuid k HHTepHery,
pexuMa 00paOOTKM TEPCOHAJIBHBIX JIaHHBIX, PEKHUMa pa3rpaHUYEHUs TMpaB JOCTyNa
MOJIb30BaTeNe, MECTOHAXOXKACHUS TEXHUUYECKUX cpeacTB. Tabnuia kiaccupuKalud THUIOBON
WH()OPMAIITMOHHOW CUCTEMBI TTEPCOHATILHBIX TAHHBIX

Tema 6. O6padoTKa NePCOHAIBHBIX JAHHBIX 0€3 HCMOJIb30BAHNS CPEICTB ABTOMATU3AIUN
[IpaBoBbIE Mepbl 3alIUTHI: paclpeneieHre TMOJTHOMOYMA MEXIy CYObeKTamMH,; HOpPMaTHBHO-
HpaBOBOfI KOHTPOJIb HCIIOJB30BaHUA MNEPCOHAIBHBIX JAHHBIX; HA3HAUYCHUEC OTBCTCTBCHHOI'O 3a
3amuTy WHGOPMAIIUU, COJAEpKaIlel MepCOHANbHBIX AHHBIX; MpPaBOBas pErIaMEHTaIus MOpsIKa
c6opa, HCIIOJIB30BaHUsA, NPCAOCTABIICHUA U YHUUTOXCHUS ICPCOHAIBHBIX JaHHBIX

Tema 7. MeponpusaTuss no 3amMTe MNEPCOHANBHBIX /JaHHBIX NpPHM HX o0padoTke B
UHGpOPMALMOHHBIX CHCTEMAaX

Opranu3alvoOHHO-aIMUHUCTPATUBHBIE MEpPbl 3alIUTHI: (HOPMUPOBAHHE CUCTEMBI YIPABICHUS
IIEPCOHANIBHBIX ~ JAHHBIX; pErjJaMeHTalus JACATCIBHOCTH IEPCOHAla II0  MCIOJb30BaHUIO
IIEPCOHANIBHBIX  JIAHHBIX; pErjJaMeHTauus IMOpsJKa B3aUMOJEWCTBHS  IOJIb30BATEIEW W
aJIMUHUCTPATOPOB  MH(POPMALIMOHHBIX CHUCTEM IE€PCOHAJIBHBIX JAHHBIX; KOHTPOJIb  Haj
JesTeNIbHOCTBIO nepcoHana. Texuunuyeckue mepsl 3amuThl o7 HCJ[ B MHPOpPMaIIMOHHBIX CUCTEMax
IIEPCOHANIBHBIX JAHHBIX Pa3JIMYHOIO Kjacca: 3allluTa OT BPEIOHOCHBIX IPOrpaMM U CpEACTBa
3alIUTHl OT BTOPXKEHWH; HIEHTU(UKALNUA U ayTeHTH(QHUKAIUSI MOJIb30BaTeNeH; pa3rpaHUueHUe U
KOHTPOJIb JOCTYIA K NMEePCOHATBLHBIM JaHHBIM; 00€CII€YeHHE LETOCTHOCTH NMEPCOHABHBIX JAHHBIX;
perucrpanus coobITHI 0€30MaCHOCTH; 3alUTa KaHAJIOB Mepeaadn NepCOHAbHBIX JaHHbBIX



Tema 8. Opra"nu3zauvoHHble MW TeXHHYECKHEe Mepbl 0€30MACHOCTH INPH XpPaHeHHUe
NEePCOHAJIBHBIX JAHHBIX HA HOCHTEJIAX

[TpucBoeHne MaTepHaIbHOMY HOCHUTENIO WJIEHTHU()PUKALMOHHOIO HOMepa. Y4YeT 3K3eMIUIIPOB
MaTepHalbHBIX HOcHTeNel. MaenTudukanuyu nHOPMALMOHHON CHCTEMBI TIEPCOHANBHBIX AaHHBIX
U olleparopa MepCOHAIBHBIX AaHHBIX. Perucrpanus GakToB HECAHKLIMOHUPOBAHHON HMOBTOPHOH U
JIOTIOJTHUTENBLHOM 3anucu uHpopmanuu. [IpuMeHeHne cpencTB AJIeKTPOHHONW HHU(POBOI MoaIHCH
JUISL COXPaHEHUs LEJIOCTHOCTH M HEM3MEHHOCTH IIEPCOHANIBHBIX JaHHBIX. [Iponenypa yHUUTOXKEHUSA
NIEPCOHAIBHBIX JAHHBIX

Tema 9. I[OKyMeHTaJ'ILHOC o0ecrneyeHue ACATEJIBHOCTH OollepaTopa NEPCOHAJIBbHBIX JaHHBIX
JIokanbHBIE AKThI, pCrIIaMCHTHUPYIOIIUC pa60Ty C IICPCOHAJIbHBIMU JJAHHBIMU B OpraHU3aluu

Tema 10. Pa3paGorka J0OKYMEHTOB, PperjJaMeHTHPYIOIIUX PpadoTy ¢ MepPCOHAJTbHBIMH
AAHHBIMH

[IpoexkTupoBaHKe JIOKAJbHBIX aKTOB, pErJaMEHTHPYIOIIUX TMEPCOHAIBHBIX JaHHBIX  0e3
WCIIONIb30BAaHUsI CPEJACTB aBTOMAaTH3aluMH. Pa3paboTka JOKYMEHTOB, PETYIHPYIONINX 3alIUTy
MEPCOHAIBHBIX JaHHBIX B aBTOMATHU3UPOBAHHBIX HH()OPMALIMOHHBIX CHUCTEMAaX.



